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The 4 Laws of Information Security
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The Human Body

9 * Most studied subject of all times
/ — 10 ttrillion cells in our body
— 70 million cell replications every day — we are so busy!
— The brain is arguably the most complex structure in the universe
— Our brain has about 100 billion nerve cells
— The brain loses about 40,000 nerve cells every day
* Blueprint of life — Our Genes!
— Language in which God created life — Bill Clinton, June 26, 2000
— Genes shape our lives, carried in our chromosomes
—  Full sequence of human genome consists of 6 billion DNA letters that
make up thousands of genes (26,588) strung around 46 chromosomes
Human body provides an excellent case study in
fighting threats in the journey from prevention to

detection \( )\ cfirst
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Our Defenses
Infecting Organisms Enter Our Body Every Day!

9 _ * Thebody’s first line of defense against damage is the skin
/0, A key human body defense component is the immune system
— Is a complex network of specialized cells and chemicals

— Immune responses fight diseases through complicated mechanisms
involving white blood cells and action of the lymphatic system

— The antibody response is a type of immune response that targets bacteria
and toxins

— Recognizes and then disables or kills the infecting mechanisms

« Outer and inner defense capabilities primed to attack viruses and

bacteria

The body “remembers” specific infections and if

encountered again would result in a rapid response

capability to address the threat
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http://www.nch.org/index.shtml
http://www.iowainfragard.org/
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Cyber Security
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** Cyber security includes strategy, policy and standat

regarding the security and operations of cyberspace
and encompasses the full range of:

— Threat reduction

— Vulnerability reduction

— Deterrence

— Incident response

— Resiliency

— Recovery policies and activities

Cyberspace Policy Review: Assuring a Trusted and Resilient
Information and Communications Infrastructure, The White House,
Office of the Press Secretary, United States, May 29, 2009
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Under Siege, Rising Threat

Large, multipurpose attacks on network perimeters
Rising threat includes focused attacks on client-side
targets

Targeted attacks on Web applications and browsers
Wireless infrastructure is typically highly vulnerable

« Financial services, government and healthcare are most

frequently attacked industries

€ cfirst

Information - The New Currency of Business
Global State of Information Security — PWC Report 2008

Most organizations do not know where their most important data is locatéd 2,2
From protecting privacy to improving safeguards — organizations are
struggling

Greatest risk to sensitive corporate information is that a user with either
legitimate or unauthorized access will compromise data — intentionally or
accidentally

Data breaches are really damaging

— Financial losses, Theft of IP, Compromise of brand, Fraud

Nearly 50% of respondents can't identify vulnerabilities that led to security
incidents!

Employees & former employees remain biggest threat!

What is the risk to your information assets?

How confident are you about your organization’s information
security posture?
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Data Breach Reach New Heights

9/. + Cost of data breach rose to $202 for each compromised recori
+ Average cost of healthcare breach was $282 for each record
+ Average expense to an organization was $6.6 million
+ Vast majority caused by negligence

+ Portable devices, laptops are responsible for growing # of
breaches

Source: The Wall Street Journal, February 2, 2009

How prepared is your organization?
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PCI DSS

- PCI DSS requirements apply to all members, merchant
9 > and service providers that store, process, or transmit
/¢ cardholder data
» Organizations are struggling in several areas
including:
— Addressing transmission security requirements

— Tracking and monitoring access to network and systems with
cardholder data

— Encryption of card data
— Conducting comprehensive vulnerability scans
— Controlling logical access to systems containing card data

* Businesses are holding onto too much customer
personal information unnecessarily, and for too long

€ cfirst

DSS Security Levels

9 _+ 12 PCI DSS information security requirements are
/~ organized into 6 logically related groups

— These groups are called control objectives

* The 6 control objectives are:
1. Build and Maintain a Secure Network
. Protect Cardholder Data
. Maintain a Vulnerability Management Program
. Implement Strong Access Control Measures
. Regularly Monitor and Test Networks
. Maintain an Information Security Policy

o UTh WN
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The PCI DSS Standard

Are You Impacted?

1. Build and Maintain a Secure Network
1. Firewall configuration
2. Vendor defaults
2. Protect Cardholder Data
3. Protect stored cardholder data
4. Encrypt transmission
3. Maintain a Vulnerability Management Program
5. Update anti-virus software
6. Maintain secure systems and applications
4. Implement Strong Access Control Measures
7. Restrict access — need to know
8. Assign unique ID's
9. Restrict physical access
5. Regularly Monitor and Test Networks
10. Track and monitor all access
11. Regularly test security processes
6. Maintain an Information Security Policy
12. Maintain policies
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HITECH Ratchets Up Privacy & Security

Title XII of American Recovery and Reinvestment Act (ARRA) is thi
9 Health Information Technology for Economic and Clinical Health =
94 (HITECH) Act
1 Privacy and Security Breach Notification to Individuals

Notices sent without delay
No later than 60 calendar days after discovery

Business Associates = Covered Entities?
Business associates must report privacy and security breaches
Subject to the same civil and criminal penalties as covered entities

New Penalties Defined

Personal Health Record Vendors — Now Covered!
Impacts vendors of PHRs as well as entities that access information in or send information to a
PHR
Vendors must inform FTC and each individual if privacy or security breach occurs

€ cfirst
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State Regulations
CA to MA - Taking Security Mandates Further

7), California X
/ » SB 1386 requires notification of security breaches involving “unencrypted”=, .
sensitive data

* AB 1950 requires that organizations take “reasonable precautions” to
protect CA residents’ personal data

* AB 1298 expands data breach notification law to include unencrypted
medical histories, health insurance information, medical treatments &
diagnoses

* SB 541 requires breaches must be disclosed to the affected patients

* AB 211 includes fines starting from $2,500 to $25,000 per violation for
organizations that negligently disclose patient records

Massachusetts

* 201 CMR 17.00 establishes minimal standards for safeguarding personal
information contained in both paper and electronic records
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Your Security Methodology?

The Seven Steps to )
9 7 Enterprise Security
7
L.
RESPONSIBILITY

//

Hut SECURE
s THIRD PARTIES

N’
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Step 1: Your Security Officer

« |t alls starts with the identification of your
9/‘ security officer
"« |s security an executive priority?
* Who does this person report to?
+ Goals are to ensure:

— Organization establishes capabilities to
ensure the CIA of sensitive information

— Is in full compliance

— All digital and other vital assets are
adequately protected

€ cfirst
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Responsibilities

+ Ensure development of all security policies,
9/ procedures, and plans.
&« Monitor changes in legislation and advances in
technology that may affect the organization.

» Perform technical and non-technical evaluations
or audits on security processes in order to find
and correct weaknesses and guard against
potential threats to security.

» Actas an internal consultant on security.

» Ensure a system for reporting and responding to
security incidents.

» Deliver/coordinate, on an ongoing bases,
security awareness training to employees.
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Cyber Security Strategy
Document

9 7 The cyber security strategy of an organization must be
guided by the principals of:
— Confidentiality

« These safeguards prevent the unauthorized disclosure of sensitive
information

— Integrity

« These controls prevent the unauthorized modification of systems
and information

— Availability
« These safeguards prevent the disruption of service and productivity

© cfirst
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Cyber Security Strategy
Document

9/‘ » The information security strategy should identify:
: — Security objectives of mission critical business functions
— Risks the organization may be vulnerable to

— Security architecture to defend vital systems, networks and
applications

Required security policies and procedures
— Requirements for a security awareness and training program

€ cfirst
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Step 2: Risk Analysis

9 2 » “Every covered entity must conduct an accurate an
/7 thorough assessment of the potential risks and

vulnerabilities to the confidentiality, integrity and
availability of its electronic Protected Health
Information (EPHI)”
HIPAA Security Rule
* Not just a paper exercise
* Technical Review must be completed
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Step 3: Security Strategy
& Policies

2,

Activities /. CIA Target Audience

Document security procedures Security practiion 8
Develop plans for physical security / Procedures iy
/
Determine gaps that need polices
Validate contingency and other plans
Align policies with strategy Security Policies \ Department heads
Align strategy with business goals / \\
Analyze technology architeciure / —— \ Security Officer

Evaluate role of third parties /

Understand the business

Executive management
Understand future goals

Business Vision
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Step 4: Typical Security
Remediation Initiatives

9 _ = Enterprise Security Priorities
7/ — Deploy Firewall Solutions, IDS/IPS
— Secure Facilities & Server Systems
— Deploy Device & Media Control Solutions
— Implement Identity Management Systems
Deploy Single Sign-On (SSO) and Context Management Solutions
— Implement Auto-logoff Capabilities
— Deploy Integrity Controls and Encryption
— Implement Incident Response Capabilities
— Develop Contingency Plans
— Activate Auditing Capabilities
« Both system as well as record access
>\ .
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Step 5: Secure Third Parties

9 _* 'Review existing Business Associate Contracts
/7. (BACs) or equivalent

— Privacy compliance should have covered most of these
relationships

— Verify the flow of your sensitive information to BAs
* Business associates (vendors, partners) are part of
a Chain of Custody
— Don't be the “weakest link”

— Be sure to pass along requirements to protect sensitive
information to your subcontractors
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Step 6: Training & Education

9/ » Establish Processes for:
— Security Reminders
— Protection from Malicious Software
— Login Monitoring
— Password Management
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Step 7: Evaluate & Audit

9 ™~ Establish Processes for:
/ — Risk Management
— Audit
+ Objectives:
— Ensure Compliance with legislation(s) and
standard(s) as required
“Close and Lock” all Critical Security
Gaps

€ cfirst
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What Are Your Security Controls?
Critical For Defense

9/ *  What are they?
* Which ones do you deploy?
* How are the controls monitored?
* Who has the expertise to manage the controls?
* What about integration of control capabilities?
* How are log files analyzed?
« Do controls give you deep inspection capability?
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YOUR SECURITY FRAMEWORK
Core to Edge and now the Cloud

C

>
o8
52

Physical Security

Firewall & Perimeter Defenses Approach:

Authentication * Risk-based
Authorization * Proactive
Fcrotion * Integrated
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Defining Your Enterprise
Security Objectives

9 Develop a cyber security strategy that:

(/» Ensures confidentiality, integrity & availability of all sensitive
business information

» Protects against any reasonably anticipated threats or
hazards to the security or integrity of information

» Protects against any reasonably anticipated uses or
disclosures of such information that are not permitted or
required

» Ensures compliance with legislations and standards as
required

Your Security Framework? COBIT, ISO 27000
™ =
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It Starts with Strategy
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9 7, “The true organization is so prepared for battle that battle has
C been rendered unnecessary.”
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“Much strategy prevails over little strategy, so those with no
strategy cannot but be defeated (defenses penetrated).
Victorious warriors win first and then go to war, while defeated
warriors go to war first and then seek to win.”

Sun Tzu

The Art of War

Critical for information security officers to seriously
develop thelr strategy first, then execute.
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Pabrai’s Laws of Information Security

~ . Is Your Security Kismet or Karma? 2
\ 5

N

5> e ]

" . ; %225

9/ 1. Thereis no such thing as a 100% secure environment,%
g, N I 2.0,
72, Security is only as strong as your weakest link %o

3. Security defenses must be integrated and include robust
(passive) and roving (active) controls to ensure a resilient
enterprise

4. Security incidents provide the foundation for security
intelligence

Is Your Security?
Kismet — A Reactive Security Framework
Karma — A Proactive Security Framework — .
> cfirst
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About ecfirst

7 Compliance & Security

\ &
Over 1,400 Clients served including Microsoft, McKesson,

HP, Symantec, PNC Bank and hundreds of hospitals,
government agencies
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Thank You!

+Email Your Testimonial!
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9/ * On-Demand Security Consulting Services (minimum 40 hour
(~~ blocks, fixed pricing, 2-page contract)
« Exclusive ISO 27000 Solutions from ecfirst include:
— Managed Compliance Services Program (MCSP) for ISO 27000
— IS0 27000 — 1-Day Training Program Delivered On-site
— IS0 27002 Security Policy Templates
— IS0 27002 to HIPAA Matrix (Mapping)
* CHP + CSCS Certifications

« Contact John Schelewitz to discuss compliance &
security challenges

— P:1.480.663.3225, or E: John.Schelewitz@ecfirst.com
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